HERE ARE ABOUT 1 BILLION FIXED TELEPHONE LINES

sage to vour computer? If vou're not home, shonld T leave you

and 2 billion cellphones in the world, Most calls still
travel across traditional svstems based on proprie-
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move to networks based on open protocols— known

as voice over Internet Protocol (VolPL

an e-mail or voice-mail message? In the ideal world, Twould sim-
ply let the network figure out how best to get o vou.
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that is. keeping track of all the potential communicating parties,
their eguipiment, and their services, and selecting the right com-

The same thing is happening all around the world—in some
rv quickly. Last winter, the chief technology officer at BT
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BT wounld like to “turn off the public switched telephone network.”
If that happened all over the world overnight, and all those

bination for each contact. As we ghall see, there are two techni-
cal issues. First, we must merge the telephone system with the
T oeh VoIP; thi ot Ay T

comparnies. Then we must strengthen the portion of the network
that handles signaling across the entire world and the Internet,

phomes conmected to the Internet instead, it would double or triple
the number of objects joined by that network of networks, wreak-

so-it can stand up to the resulting load. That task, in fact, 15 the
brief of my company, Nominum Inc., in Redwood City, Calif.,

ng havaoc om some parts of if. Done right, Though, over The next
several years, the move will open doors to new telephone serv-

Todav it is by no means obvious how best to call a friend or
colleague. Should 1 call your home, vour office, or vour cellphone?

which provides soffware for The domain name servers That e at
the heart of the Internet.

he traditi g | L i I
signaling very differently. Voice customers use traditional phone
numbers, while the Internet is based on domain names, such as

Should T send an instant message to your cellphone or a text mes-
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my comparres “nominum.com,” and numerical Internet addresses,







responding codes (called MX, or mail exchange records) that are
associated with mail for the domain name “nominum.com.”

Let’s look at the latter case in some detail, If your query is a
very common one, then perhaps the local network server in your
company will have cached the answers to it, obviating the need
to relay it beyond the building’s walls. If, on the other hand, the
answer to the query isn't cached, your server will relay the query
through the Internet to Nominum's name server, prompting the
server to send you a response. That response, represented in text,
'n\-'ill]]i-: ﬂ'ill:i a5 '[I'_'I-”U‘d.-'.‘-j'.

nominum.com. 3600 IN MX 500 mx|-above.nominum.net.
nominum_cam. 3600 IN MX 5 mx2 nominuim.com.
nominum.com. 3600 IN MX 10 mx|.neminum.com.

These three records identify three different mail servers;
Nominuwm maintains two to provide redundancy against the pos-
sibility of the main mail server's failure, Each MX record contains
the name of the mail server and a preference value that tells the
order in which the servers should be used, beginning with the
lowest value (“s,” in this casc).

How did vour name server find Nominum's? Internet
names are interpreted from right to left, beginning
with the domain name’s suffix—.com, .org, arpa,
.uk, de, aero, and so on. A local server look-
ing for information about maps.yahoo.com,
and starting with no cached information, 0] ; h e
would go to one of the 13 root servers spread
out acrass the globe and find the identity and
address for name servers having information
about .com addresses. The server would then s
redirect the query to a vahoowcom DNS server, T"'” -
which would send back the correct numerical vOoI1Ce
address for mapsyahooeom.

The Internet uses domain names to create eas-
ily remembered Unilorm Resource Locators (URLs) and
Uniform Resource Identifiers (URIs) such as http:/Awrvew,
nominum.com and ftpe/Mominum.com. The first is the commaonly
seen hwpertext transport protocol for Web pages; the second is the
venerable file-transfer protocol, A URT is seen in sipypafi@swip.
net; SIF (Session Initiation Protocol) can set up audio streams that
are functionally identical to phone calls.

One of the more remarkable aspects of DNS is that the owner-
ship, control, and operation of the system are distributed widely,
Mominuwm.com is one of the approximately 40 million domains
that are separately owned under .com. Other suffixes carry, in
total, about an additional 100 million such domaing, all registered
to companies, groups, and individuals in return for annual fees.

S0 WHERE DOES ENUM FIT IN? Originally, it was canceived
as little more than a way Lo use the DNS to keep track of a few
phone numbers that had been moved from one carrier to another.
It works, basically, by taking a telephone number, putting periods
between the digits, and flipping the resulting string around so it
matches the specific-to-global {or right -to-left) format of domain
names. The resulting numbers go into a single global directory
of telephone numbers in the DNS, located under “ei16q4.2rpa”
The arpa top-level domain has been limited to database lookups.

For example, the globally unigue telephone number: +1 650 381 6115
becomes the globally unique domain name: s2.0.61.85.0.560.Le16.arpa,

The ENUM standard specifies the use of a resource record
called the Naming Authority Pointer (INAPTR) resource record,
which can encode far mere information than a simple 32-bit value,
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The very
flexibility
ENUM

1 makes it
a tempting target
abuse, such as

It does so by means of algorithmic rules which, when sent back
to the requester, can be used to compute a customized answer,

EMUM is an international phenomenon. Here's an example for
the UK. phone number +44 1632060083, with data from domain
name 3.8.0.0.6.0.2.3.6,1,4.4.2104. arpa:

NAPTR IO 10 “u" "E2U+email:mailta™ “1".*$! mailto:info@example.com!” .
NAPTR 10 102 "u” "E2U+sms:tel” "1, *Siel+441632960083" .
NAPTR 10 100 “u" “E2U+sip” *!".* S'sip@example.com!” .

The kev variable here lies in the space occupied by “mailto”
“tel,” and “sip” These elements refer, respectively, to an e-mail
application, POTS, and the SIP, the Internet Engineering Task
Force's signaling protocol. LAmong other things, SIP is what allows
an instant-messaging buddy list to say which of vour friends is
online the same time vou are.) 30 these databage statements tell
any inguiring network that the customer in question can be
reached via 5IF, via e-mail to infe@example.com, or via con-
ventional telephony. The numbers specifv that the caller lor a
calling software program) is asked to use SIP first, and if that

deesn't work to try mail or telephony.

Multiple NAPTR records associated with a single
number can provide complicated priorities and
preferences for contacting users both across
devices, including cellphones, PDAs, fax
machines, and voice-messaging svsterns, and
within individual ones. A cellphone alone,
for example, can be used for voice, voice
mail, instant messaging, text messaging,
and e=mail, and each of these can have dif-
ferent rules for when the phone is turned
on or off. One might even want to send
copies of a message in several formats at onee.
Of course, the very flexibility of the ENUM
record makes it 2 tempting target for abuse, such
as e-mail spam, instant-message spam, and even junk
telephone calls, which will surely become common as voice
telephony moves to the Internet. Quite apart from such intru-
sions is the threat that outsiders may trv to get their hands on
proprietary information, such as the contact numbers of a given
company’s customers or vendors,

For these reasons, communication providers may choose to put
their NAPTR resource records in a secure domain outside the
erb.arpa domain, that is, in a private ENUM, accessible only to
privileged devices. A level of accessibility in between thesze two
domains may also be created for carriers that wish 1o exchange
ENUM data among themselves, to take advantage of the lowest-
cost method of routing telephone calls through the Internat. We
call this version Peered Infrastructure ENTM,

Public ENUR trials are under way in a number of countries,
including the United Kingdom, Germany, Austria, and Australia;
in some cascs, these trials have to resolve political and privacy

iasues as well.

S0, WILL THE INTERNET HANDLE THE LOAD? The answer is
ves, with a larpe caveat. First of all, the “pipes” themselves —
that is, the fiber-optic cables in the Internet backbone—are fat
enough, and new technology is alwavs coming along to make them
effectively fatter,

But the other part of the system, the DNS, is not quite so robust
as many like to think. First, a merged world will require vastly
maore storage than today’s DNS system, NAPTR records will be
latger, typically dozens of byvtes, conpared with today's 4 bytes
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such as “#1.200.68.103." Vodce callers will want to keep their phone
numbers, even as the calls move to the Internet. At the same time,
Internet users will want 1o place calls by clicking a browser link or
perhaps by selecting a menu item on a PlayStation or other game
machine. They'll also want to start phonelike conversations and
Internet chat sessions, and to use videoconferencing sofrware on
their laptops and FDAs. So VoIP will have to support e-mail and
Wb addresses as well.

[n many ways, the problem of merging these two different
leviathans comes down to merging their respective databases,
which is to sav their searchable collections of data records. A few
vears ago, Internet standands bodies approved a new type of data
record —called ENUM, for electronic number —that could accom-
modate the legacy information of both telephony and the Internet.
ENUB will be the bridge between the two global communications
networks. Among other things, it provides a simple wav to turn
a phone number into an Internet address.

As we will see, ENUM offers an opportunity to revisit ina funda-
mental way the Internet’s design, creating an open standards—hased
approach to the way we identify network devices and the people who
use them. Openness is key if we are to ensure that tomorrow’s VoIP
world is as open and interoperable as the Internet itself has been.
There’s a danger that regions will instead be cordoned off by some
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private VoIP providers, such as Luxembourg-
based Skvpe, that encourage their customers to
use pames specilic o their systems.

IN ORDER TO UNDERSTAND how ENUM can
unify these two disparate worlds, though, we
need to understand how traditional telephony
and the Internet handle signaling today.

The cenventional telephone system, jocu-
larly called POTS, for “plain old telephone
service,” is the product of more than 100 vears
of evolution. The first commercial office, the
Strowger exchange, which began operating in
the early 18g0s, was the first to replace a
human operator with an electromechanical
switch. (Strowger, a mortician, invented the
svstem to get around a local operator, the wife
of a competing mortician, whom he suspected
of redirecting calls for Strowszer to her hns-
band.) During the last few decades, parallel
work in international, commercial, and na-
tional standards has led to Signaling Svstem 7.
nr 557, which replaced electromechanical
switches with electronic switching nodes.

Today, we expect a phone svstem to do a lot
maore than just complete phone calls. It also
must provide toll-free numbers; services that
locate the caller in an emergency (such as gn
in the United States and Canada and goa in the
United Kingdom}; caller [D; automated pay-
ment for collect calls; do-not-call lists to ward
off telemarketers; the ability to carry your
number with vou when vou move; and so on.
T support these services, the system needs
database nodes to manage information about
who is using the telephones and whom to bill
for their use. The databases are owned by car-
riers or operated for them by specialized com-
panies. Although a customer may influence
these databases, say by changing carriers or
blecking caller [, the companies regard the databases a5 business
assets, keep them under wraps, and charge for database lookups.

Ome of the basic concepts is a fully gualified telephone num-
ber, such as +1 650 381 d115 or +41 22 730 5111 This is defined by
an International Telecommunication Union standard known as
Eabg. All ITU-T E.abg numbers are 15 digjlﬁ or fewer and start
with a country code (41 for countries on the Morth American num-
bering plan, +a1 for Switzerland. and so on), subaliocated by the
corresponding national bodies under nation-specific policies. The
“+* denotes a complete phone number. Don’t, however, be con-
fused by the common U.S, phrase, “call 2-8c0 [number|”; services
such as the toll-free numbers, gn, and directory assistance are
processed in a country-, carrier=, and region=-specific way and
routed to their final destinations.

The Internet, on the other hand, employs several kinds of
identifiers. Perhaps the most basic is the domain name, sup-
ported by a highly distributed network called the DNS, for
Domain Name System. If, for instance, you point your browser
at the domain name maps.yahoo.com, your computer will query
vour bocal DNS server for all the [P address records —numeri-
cal codes signifying physical machines in the Yahoo network—
that are associated with that domain name. And if you write
me at pymi@nominum.com, your mail server will ask for the cor-
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for IP addresses. In addition, there will be hundreds of millions
of names to track in some servers, versus today's entries, which
generally run in the thousands. Even the .com database—by far
the biggest—now has only 40 million names,

Second, it takes time to answer a DNS query, and such latency,
as it is called, has so far been overlooked because it doegsn’t mat-
ter for e-mail and is generally tolerated in Web page displays.

Latencies in the tens of seconds are not unusual, Telephone callers,
however, expect latencies of less than half a second.

Particularly in public ENUM, subscribers will want to view and
change their own contact information and will expect changes
to take place immediately. Often these changes will be automated
or implicit as a phone comes within range of a Wi-Fi access point,
for example. Many of today's DNS servers have complex and
lengthy update requirements; they will simply not meet these
needs. Further, DNS servers will need 1o continue answering
queries while they are being updated. Indeed, configuration and
provisioning often require Internet service providers to take DNS
gervers off-line, at least brieflv, People won't stand for such out-
ages in telephone service. In short, today's DNS servers cannot
handle the challenges that EMLUM will pose.

TOMEASURE THE EFFECTS OF ENUM, mv company has stud-
ied the DNS server implementations that telephone companies
commonly use; BIND Version ¢.3.0 from the Internet Systems
Consortium Inc., Daniel J. Bernstein's DJBDNS, PowerDMNS's
PowerDIMS, and Nominum's ANS, or Authoritative Name Server.
Two of them, PowerDINS and DJBDNS, do not support the latest
security protocols for DNS, nor can they be dynamically updated,
so they might be unsuitable for ENUM use in any case. In our first
tests of the others, we attempted to load 200 million NAPTR records
onto 32-bit servers, each with 2 gigabytes of main memory, half the
maximum they can use. Only ANS was able to load the data, so we
retreated to 5o million records, and then 10 million, to get results
for more than one software program. At this size, the most popu-
lar DME software, BIND, could answer just 143 queries per sec-
ond. DJBDMNS answered 6992 queries per second, and AMS answered
45 135 queries per second. While there is no absolute metrie for
snccess here, it's obvious that we need to continually reduce the
cost of NS operations if we are to see the same results in VoIP.
Why did BIND do so poorly? We believe the primary reason is
that while it does well for names such as www.ieee.org with three
labels, it is significantly challenged by ENUNM names, which, by
virtue of having dots separating each of the digits in the name,
have at least a dozen labels, Similarly, when it comes to dvnamic
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update, BIND achieved bg updates per second, whereas ANS
achieved 4é7 updates per second, and both need further controls
to allow a balance between network control {updates) and net-
work user performance {queries).

Moving to computers with ég-bit processors—which allows for
much larger memory spaces —helped, bul it wasn’t a panacea. In
tests on a &4-bit Opteron processor, with test data of 10 million
names, organized into groups of 10 ooo, BIND
delivered 380s queries per second and ANS
57 000 queries per second. Interestingly enough,
BIND performance degraded by a factor of
5o when ENUM data were organized into sepa-
rate groups as they might be for public ENUM,

The tests suggest some necessary improve-
ments for EMUM deplovments: they may
not be sufficient if ENUM data grow to 1o or
20 NAPTRs for every number instead of the
one MAPTR per name used in these tests, or if
a new security protecol, DNSSEC, is used and
adds its significant overhead to queries. Using
existing DNS servers, ENUM is cumbersome
to set up and manage, Replacing the DNS
protocols with another protocol is not the
problem, but re-engineering the way they’re
implemented in a network is. We at Nominum
estimate that a service provider with aoo million records would
need to install up to 20 times as many servers if it stayed with
an in-memory database and the memaory limitations of az-hit
processors. Even with 64-bit machines, there are other challenges,
such as the right balance between update speed and query speed.

If these issues aren't faced, Internet users are likely to face higher
eosts and decreased quality of service, delaved call conneetions, and
dropped calls. Alternatively, the provider could opt for a scalable
solution, such as Nominum's. (Of course, we believe that cur solu-
tion is preferable.) This isn't merely a service provider's problem—
it's everyone's problem. We all would like to be able to dial a phone
number without worrying about what kind of service the recipient
has. The Domain Name System needs to be upgraded with soft-
ware tested against the high-volume, constanthy changing loads of
ENUM. Only by strengthening these DINS capabilities will we be ready
for the demands of ENUM and other new network technologies.
As the demands we face are new, so must our approach be new. ®
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TO PROBE FURTHER
A useful primer on ENUM is at http://www.fcc.gov/realaudio/
presentations/2004/110404/McGarryTom_ppt.

An article in the March 2005 (EEE Spectrum, “Seven
Myths About Voice Over IP" offers some additional back-
ground information about the protocol.

Readers seeking more information about DNS can
start with an article published by the Internet Society,
“OMNS Root Mame Servers Explained for Non-Experts,”
at http://www.isoc.org/briefings/018 and follow its links.
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